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Abstract: In the massive machine type communication (mMTC) internet of Things environment of 5G, there is the
problem of cross-domain secure communication from IoT users with public key infrastructure (PKI) encryption scheme to
IoT devices with certificateless cryptosystem (CLC) encryption regime across security domains. In this paper, we propose a
three-factor cross-domain signed-encryption access control scheme in the Internet of things (TCSAC-IoT) for PKI users to
CLC devices with cross-domain secure communication based on the signcryption algorithm of three-factor and national se-
cret SM2 composed of user passwords, biometrics and user smart device. The scheme authenticates PKI IoT users through
a three-factor cross-domain signcryption algorithm, and grants legitimate PKI IoT users a shared secret key with CLC IoT
devices to avoid illegal access to CLC IoT device resources by illegal users. It is also demonstrated under the real-or-ran-
dom (ROR) model that the scheme satisfies semantic security under the Dolev-Yao (DY) model and Cantti-Krawczyk (CK)
model, and is also resistant to spoofing attacks, replay attacks, man-in-the-middle attacks, internal privilege attacks and theft
or loss of PKI user smart device attacks. The results of the analysis in comparison with similar schemes show that this
scheme has low computational overhead and communication overhead.
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